DATA SHEET

Retina is a powerful unified vulnerability
management and compliance solution designed

to help organizations of all sizes with vulnerability

assessment, mitigation and protection.

Retina, founded from over a decade of technology innovation by eEye’s world
renowned security research team, is an integrated end-to-end vulnerability
and compliance solution designed to help organizations with protection and
compliancy by defining and monitoring relevant IT controls.

Retina monitors both patch and configuration vulnerabilities and compliance
to pre-defined configuration baselines and provides automated notification
of violations. The environment is assessed, capturing established security
controls along with any vulnerabilities or configuration violations that

impact the network. Detailed reports providing prescriptive guidance and
recommendations are then forwarded and response is initiated to ensure that
corrective action can be taken in a timely fashion.

Retina’s management console is a fully integrated and rich internet-enabled
application for security and compliance management. Now you can simplify
the management of distributed, complex infrastructures while protecting your
mission critical assets from evolving threats with a single unified management

system.

Unified Vulnerability Management SECURITY & COMPLIANCE
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« Tactical and Executive Reporting » Centralized Management and Reporting

» Simple and Flexible Deployment * Scalability
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« Unified Vulnerability * Remediation Reporting * Proactive Intrusion

Assessment Prevention
* Integrated Zero-Day

* Extensible Compliance Attack Protection * ActiveX (Web)
Support Protection

* ASV (PCI) and SCAP
Certified

« Application Protection

* System Protection

« Local VA Scanning

SECURITY RESEARCH

REDUCE THE COST OF SECURITY
and compliance by automating
configuration auditing and
vulnerability management

ENSURE THAT YOU ARE
protected from the latest known
vulnerabilities with intelligently
updated audits database that
include a 48-hour SLA for critical
vulnerabilities

PRIORITIZE RESOURCES AND
streamline remediation efforts
through executive and task specific
reporting offering risk scoring
prescriptive and guidance on issues

SIMPLIFY ASSESSMENTS AND
lower cost with a single solution
that provides non-intrusive,
scalable remote scanning that
will not impact business assets or
operations

DISTRIBUTED SCANNING AND
reporting of all discovered
assets, compliance violations
and vulnerabilities into a single
management console

eEye Digital Security®


http://www.eeye.com

Retina

ASSESSMENT

Retina provides industry leading vulnerability assessment,
unified configuration and vulnerability scanning across
network devices, operating systems, applications,
databases, and web applications using a scalable, non-
intrusive approach. Organizations can customize their
own policies or can import pre-built controls and reports.
Retina monitors both vulnerabilities and configuration
compliance using nonintrusive agentless scanning and
provides automated notification of violations. Optional
host based scanning agents are also available for critical
assets that require continuous scanning or that cannot be
assessed over the wire.

MITIGATION

If computer controls or service levels are impacted by
a network problem or intruder, alerts can be issued to
a specified user or group, enabling immediate actions
be taken to immediate actions in order to re-establish
operational and security controls. Retina adheres to
broadly accepted industry standards, and the solution
includes risk scoring and reporting purposes to ensure
reports are easily comprehendible and suitable for our
customers, their partners, and auditing services.

PROTECTION

Retina provides unified zero-day protection for when a
vendor supplies security patches which do not yet exist
for an operating system or application. Retina adheres
to broadly accepted industry standards, and the solution
includes risk scoring and reporting purposes to ensure
reports are easily comprehendible and suitable for our
customers, their partners, and auditing services.

ADDITIONAL FEATURES AND BENEFITS

INSTANT DEMO
See an online
product tour

m LIVE DEMO
m‘\ Register for a live

demo webinar

FREE TRIAL
@ Test drive an
eEye product

About eEye Digital Security

Since 1998, ekEye Digital Security has made vulnerability
management simpler, less expensive, and more effective
by providing the only unified vulnerability and compliance
management solution that integrates assessment,
mitigation, and protection into a complete offering.
Consistently the first to uncover critical vulnerabilities and
prevent their exploit, eEye leverages its world-renowned
research and development to strategically secure customer
assets. Thousands of mid-to-large size organizations,
including some of the most complex IT environments in
the world, rely on eEye solutions to protect against the
latest known, unknown, and zero-day vulnerabilities.
See more at www.eeye.com
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