
FAST FACTS
ACCURATELY IDENTIFIES             

all application Links

SCANNING TECHNOLOGY SAFE   

for all Product Environments

FULLY AUTOMATED SCANNER  

with no user interaction required 

after scan initiation

RESULTS IN .XML OR DATABASE 

format 

VULNERABILITIES CONSOLIDATED 

to facilitate remediation

REPORTS ALLOW VULNERABILITY 

recreation with Validate button

ENABLE REGULATORY    

compliance initiatives

Hackers are increasingly targeting web applications with Gartner estimating that 

70% of attacks against websites are coming at the application layer. Enterprises 

have increasingly leveraged web applications as the interface of choice to access 

databases that contain mission critical business data as well as confidential 

customer information such as credit card and social security numbers. 

Organizations need a web application scanner that is automated, comprehensive 

and accurate in order to assess their exposure to attacks at the web application 

layer.

TOP RATED SECURITY FOR YOUR WEB APPLICATIONS 

Retina Web Security Scanner is a best-in-class web scanning solution that rapidly 

and accurately scans large, complex web sites and web applications to tackle 

web-based vulnerabilities. Retina Web Security Scanner identifies application 

vulnerabilities as well as site exposure risk, ranks threat priority, produces 

highly graphical, intuitive HTML reports, and indicates site security posture by 

vulnerabilities and threat level. Retina Web Security Scanner enables users to 

secure their networks by:

   -  Comprehensively assessing web applications using contextual analysis

   -  Fully Automating the Assessment Process

   -  Consolidating Results to Increase Remediation Efficiency

Retina® Web Security Scanner
WEB SECU RIT Y,  VU LNER ABILIT Y ASSESSM ENT AND POLICY COM PLIANCE

Retina’s industry-leading web security 
scanning technology gives users the tool 
required to both identify and remediate 
vulnerabilities in their web applications.

“The Retina Web Scanner product has proven to be an extremely 

useful tool in our arsenal during the actual web development process. 

The reporting engine allows us to zero in on potential issues quickly; 

as a result, deliver a better end product to our customers.”

Nelson Martinez Jr., Systems Support Manager

City of Miami Beach
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THREAT ANALYSIS

Retina Web Security Scanner doesn’t just detail a list 

of vulnerabilities; it helps security teams understand 

the architecture of their sites. Where are they receiving 

data? Where are they sending data? What links could be 

vulnerable and need special attention?

GROUP SPECIFIC REPORTS

Retina Web Security Scanner includes reports that 

contain only the vulnerabilities to be fixed by specific 

groups (server, developers and database). This 

simplifies remediation efforts by allowing security 

teams to easily assign vulnerabilities to the personnel 

responsible for fixing them.

INTERACTIVE SITE MAPPING

Retina Web Security Scanner includes interactive site 

maps that allow security teams and developers to look 

at a graphic representation of their site and the location 

of any vulnerabilities.

PRIVACY REPORTING

Retina Web Security Scanner includes privacy reports 

that enable enterprises to determine if web applications 

are complying with privacy and data security policies.

REMEDIATION ESTIMATES

Retina Web Security Scanner includes time and cost 

estimates for remediating all discovered vulnerabilities to 

expedite budgeting.

WEB SERVICES SUPPORT

Retina Web Security Scanner has support for testing 

SOAP packets including the ability to identify and 

automatically parse WSDLs.
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CONTACT INFORMATION

SYSTEM REQUIREMENTS
WINDOWS 2000 PROFESSIONAL

WINDOWS 2000 SERVER

WINDOWS XP (32-BIT)

WINDOWS SERVER 2003 (32-BIT)

WINDOWS VISTA (32-BIT) 

INTEL PENTIUM IV 1.4GHZ (OR COMPATIBLE)

1GB (COMMAND LINE MODE) / 2GB (GRAPHICAL UI MODE)

AT LEAST 500MB OF FREE DISK SPACE

RESOLUTION OF 1024X768 OR HIGHER

MICROSOFT .NET FRAMEWORK 2.0 OR 3.0

MICROSOFT INTERNET EXPLORER 6.0 OR HIGHER 

INTERNET ACCESS REQUIRED

About eEye Digital Security
Since 1998, eEye Digital Security has made vulnerability 

management simpler, less expensive, and more effective 

by providing the only unified vulnerability and compliance 

management solution that integrates assessment, 

mitigation, and protection into a complete offering. 

Consistently the first to uncover critical vulnerabilities and 

prevent their exploit, eEye leverages its world-renowned 

research and development to strategically secure customer 

assets. Thousands of mid-to-large size organizations, 

including some of the most complex IT environments in 

the world, rely on eEye solutions to protect against the 

latest known, unknown, and zero-day vulnerabilities. 

See more at www.eeye.com
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